NIST E-Gov Standards Validation Plan for FY07
Mid-Year Report

1. Summary

This report presents a summary of the status of NIST work to validate standards used in E-Gov Initiatives and Lines of Business (LoBs):  work completed to date, plans for the balance of FY07, and planned FY08 activities.  In addition, the report includes recommendations for consideration by the Office of Management and Budget’s Office of E-Government and Information Technology in the following areas:  

· Draft Policy and Procedures document to be issued by OMB to agencies regarding roles and responsibilities in the NIST validation process for E-Gov and LoB standards (Appendix I)

· Draft Guidance for agencies on conformity assessment activities relating to E-Gov and LoB applications (Appendix II)

· Recommendations for possible changes to relevant OMB Circulars to ensure effective incorporation of E-Gov and LoB standards into USG procurement practice (Appendix III)

NIST has obtained concurrence from GSA’s Office of Government wide Policy to carry over the remainder of E-Gov funding into FY08, to support continued efforts to validate existing E-Gov and LoB standards across all initiatives and lines of business, as well as priority work with GSA to update Federal Acquisition Regulation (FAR) references to incorporate validated standards.  We are seeking OMB approval of this extension.

2. Introduction 

The E-Gov Initiatives and Lines of Businesses (LoBs) focus on developing interagency applications for providing improved services to citizens, businesses, and government agencies, with the associated goal of identifying opportunities to reduce the cost of government. When E-Gov and LoB applications adopt or reference standards, they can provide a seamless way for disparate entities to speak a common language, thus improving the operational efficiencies of these applications.  In accordance with the National Technology Transfer and Advancement Act (NTTAA) of 1995 (Public Law 104-113) and other Administration policies, voluntary consensus standards
 are the preferred type of standards for Federal government use. 
In reviewing documentation associated with existing E-Gov and LoB applications, specific standards were often found to be adopted by an Initiative/LoB without any accompanying government policy which mandates (or institutionalizes) their use.  To address the issue of institutionalizing best practice in the use of standards in support of E-Gov and LoB applications, the Office of Management and Budget’s (OMB) Office of E-Government and Information Technology asked the National Institute of Standards and Technology (NIST) to:

1. Develop a process to validate standards used by E-Gov Initiatives and Lines of Business (LoBs).  
2. Use this process to validate that E-Gov Initiatives/LoBs are based on appropriate standards and in alignment with OMB policy (e.g. Federal Enterprise Architecture (FEA)).
3. Work with other government agencies (e.g., GSA, OMB) to ensure incorporation of E-Gov standards into USG procurement practice.
3. Methodology Used
During FY06, NIST worked with specific E-Gov Initiatives and LoBs that were well advanced in their standards development/selection and deployment of their standards-based implementations
.  This discovery phase formed a foundation of knowledge about the specific standards and types of standards that have already been adopted and are, in many cases, already being used to successfully implement specific E-Gov services.
In FY07, NIST is using the lessons learned from its discovery phase to:

1. Develop analysis models for the validation of E-Gov standards, which take into account the selection of private sector consensus standards, and, in the absence of such standards, the development of government-unique standards.
2. Develop and implement a USG validation process for E-Gov standards. (See Appendix IV for validation process).  
3. Develop a comprehensive USG portal for NIST-validated E-Gov standards.

4. Document the present state of selection of private sector consensus standards and development of government-unique standards for all of the E-Gov Initiatives and LoBs.
5. Provide recommendations to OMB (policy) and GSA (implementation) on incorporating validated E-Gov standards into USG procurement actions. 

FY07 Action Items:

1) October 2006 to February 2007 - Based on the FY06 NIST study of the standards activities for selected mature E-Gov Initiatives and LoBs, develop: 

· Web-based “E-Gov Standards Resource Center”
· Analysis models for standards selection or development 

· USG validation process for E-Gov standards  

· Listing of the standards point-of-contact (POC) for each E-Gov Initiative and LoB.

Brief senior government executives responsible for selecting and implementing E-Government standards on the Standards Resource Center, analysis models and validation process. 

Deliverables:  
(1) Analysis models developed and validation process initiated for E-Gov standards identified by selected Initiatives and LOB.  Validation criteria address:  applicability, availability, completeness, implementations of the standard in the marketplace, interoperability, legal considerations (patents, other intellectual property), maturity, stability, and document source.
(1) Initial version of “E-Gov Standards Resource Center” posted at Standards.gov, including the first set of candidate E-Gov standards for validation.  

(2) E-Gov Standards Workshop held on February 2nd for E-Gov Initiative and LoB program managers.  

Status:  Complete  

2) February 2007 to June 2007 – Contact program managers/standards points of contact (POC) of less mature (from standards adoption standpoint) E-Gov Initiatives and LoB to brief them on the standards validation process and to identify:

· Status of their standard selection/development processes

· Types of standards needed/adopted

Consult with GSA and OMB on incorporating validated E-Gov and LoB standards into USG procurement policy and practice. 

Deliverables: 
(1) Submitted standards from mature Initiatives and LoB validated
(2) NIST begins consultations with less mature E-Gov Initiatives and LoB on validating standards.  
(3) Updated version of web-based “E-Gov Standards Resource Center,” is prepared based on information provided by all of the E-Gov Initiatives and LoB.  Additional E-Gov standards validated and posted as available.
(4) Specific recommendations made to OMB on policy mechanisms for embedding validated E-Gov standards into USG procurement policy.
Status:  NIST is currently developing sample validation forms for priority standards in use in mature E-Gov initiatives and LOBs.  These forms are being sent to agency POCs for review and concurrence.  POCs will then be asked to complete additional validation requests as needed. These requests will be reviewed by expert teams composed of NIST technical staff, and validated standards posted to the E-Gov Standards Resource Center.  Specific recommendations for OMB for embedding the validation process into USG procurement policy are contained in Appendix III.
3) July 2007 to September 2007 – Develop comprehensive listing of validated standards and post to Resource Center website.  Hold wrap-up E-Gov Standards Workshop to brief senior government procurement officials and senior executives responsible for the selecting and implementing E-Government standards on:

· the USG policy and process for validation of E-Gov standards

· the current information on the “E-Gov Standards Resource Center”
· the status of validated E-Gov standards 

Deliverables: Updated version of web-based “E-Gov Standards Resource Center” posted.  Wrap-up E-Gov Standards Workshop held.  

FY08 Activities:
· Continue work with agency POCs to validate standards already in use in remaining E-Gov and LoBs, focusing on less mature Initiatives.
· Work with GSA to update FAR references to E-Gov standards.
· Review agency proposals for future E-Gov and LoB standards.
· Update Standards Resource Center website with additional validated standards
· Pursue incorporation of a report on the status of agency actions into FY08 report to OMB on implementation of OMB Circular A-119 during FY07.
 Appendix I
DRAFT

Issue Date: xx/xx/2007 

NIST Validation Process for E-Gov Standards

1.
Purpose 

This document provides general guidance on and instructions for the National Institute of Standards and Technology (NIST) validation process for USG E-Gov standards as well on the maintenance of a central reference site of validated E-Gov standards for use in the USG procurement process. 

2.
Background

Each E-Gov Presidential Initiative and Line of Business (LOB) requires the use of standards for deployment of innovative, web-based information technology (IT) services.  Standards are required to ensure the necessary interoperability and security between government agencies, businesses, and citizens.  Such standards are generally private sector, consensus-based standards.  In cases where no suitable private sector standards are available, USG may develop and adopt government unique standards.  

The Office of Management and Budget (OMB) has recognized the need to identify and validate appropriate and effective standards for E-Gov applications to ensure that the most effective standards are used in E-Gov applications and has assigned this responsibility to NIST.   The lack of uniform, effective standards can lead to problems in internet accessibility, data compatibility, as well as national security and personal privacy concerns.  NIST has established this E-Gov validation process to address such concerns and to assist federal agencies in the selection of appropriate E-Gov standards. 

3.
Scope 

This process applies to all E-Gov Presidential Initiatives and Lines of Business. 

4.
Authority

Responsibility for the process has been assigned to NIST by OMB. 

5.
Definitions 

A.
Analysis models:  Responses to one of two sets of questions designed to determine if the selection of either private sector consensus standards or the development of U.S. Government unique standards by E-Gov Presidential Initiatives and Lines of Business (LOBs) are appropriate and in alignment with OMB policy. 

B.   Consensus Standards:  Standards developed or adopted by voluntary consensus standards bodies.
C.   Federal Enterprise Architecture:  common framework for Federal agencies to describe and analyze IT investments.  The FEA is composed of five interrelated reference models designed to facilitate cross-agency analysis and identification of duplicative investments, gaps and opportunities for collaboration within and across agencies. 
D.   NIST:  The National Institute of Standards and Technology within the U.S. Department of Commerce. 

E.
NIST Standards Subject Area Expert (NSSAE):  NIST staff member with a demonstrated knowledge of the technical field covered by a standard. 

F.   Standards Validation Package (SVP):  A list of responses to questions provided by the E-Gov Initiative or LOB regarding the adoption and use of an E-Gov standard for a specific E-Gov application. 

G.
Standards Validation Working Group (SVWG):  A team of NIST experts and other NIST staff that review E-Gov Initiative or LOB -provided information on their use of E-Gov standards and validate those standards considered appropriate for use in E-Gov applications. 

H.
Validated E-Gov Standard:  An E-Gov standard that has been validated by NIST for use in the USG procurement process. 

I.
Validated E-Gov Standards Database:  Electronic repository for information on all NIST validated E-Gov standards. 

J
Voluntary Consensus Standards Body:  A body (either domestic or international) which plans, develops, establishes, or coordinates voluntary consensus standards using agreed-upon procedures (e.g., ASTM International, the International Organization for Standardization (ISO)). Voluntary consensus bodies are typically defined by the following attributes: (1) openness; (2) balance of interests; (3) due process; (4) an appeals process; and (5) consensus, which requires general agreement among interested parties, but not necessarily unanimity, and includes a process for attempting to resolve objections by interested parties. 

5.
Responsibilities 

A.
Each agency shall be responsible for providing answers to the questions in the relevant analysis model, including their analysis of the Initiative or LOBs fit with the FEA, and for providing any supporting information needed by NIST during its validation process. 

B.
NIST shall be responsible for operating a process to validate standards for use in E-Gov application and posting a list of such standards on a web site that is readily available to government agencies and the private sector as appropriate.

C.  NIST will cooperate with the General Services Administration (GSA) to ensure that a requirement for the use of validated E-Gov standards is incorporated into the Federal Acquisition Regulations (FAR).

D.
Office of Management and Budget (OMB) shall oversee the process to ensure that government agencies and NIST are effectively carrying out their responsibilities.

6.
Policy & Procedures 

A.
Policy:  The NIST E-Gov Validation Process is designed to assist in the identification, and validation of all standards that are necessary and appropriate for use in E-Gov applications. A database of these standards will be used to assist federal procurement officials in making procurement decisions related to E-Gov applications. 

B.
General Adoption Procedures: 

1.
The Standards Services Division within NIST shall oversee the E-Gov standards validation program under the direction of the OMB. 

2.
Analysis models for the selection of private sector consensus standards and for the development of USG unique standards shall be posted by NIST on the NIST administered web site (Standards.gov) under “E-Gov Standards Resource Center.”

3.
The relevant agency for each E-Gov Initiative or Line of Business (LOB) will submit to the Standards Services Division, NIST, its answers to the questions in the relevant analysis model, including their analysis of fit with the FEA.

4.
NIST will work with relevant agencies to identify all E-Gov standards that have been adopted or are proposed for adoption by each E-Gov Initiative and LOB. 

5.
A Standard Validation Working Group (SVWG) will be established for each E-Gov standard being considered for validation.  The SVWG will be composed of at least one NIST staff member from the Standards Services Division and one from the Information Technology Laboratory.  A technical expert(s) (if needed) will be assigned to the SSAWG.

6.
The SVWG shall review all information on an E-Gov standard proposed for validation on a timely basis and attempts to reach consensus on its validation. Such reviews will be conducted in a timely fashion. 

7.
After completion of its review, the SVWG shall make a recommendation to the Chief of the Standards Services Division regarding whether the standard is appropriate for validation and listing.

8.
The Chief of the Standards Services Division will determine if he/she agrees with the SVWG’s recommendation or if further consideration by the SVWG is needed.  

9.
Standards recommended for validation and whose recommendation has been accepted by the Chief, Standards Services Division, shall be posted by NIST on the NIST administered web site (Standards.gov) under “E-Gov Standards Resource Center.”

10.
The name of each validated standard as well as contact information for obtaining copies of the standard will be listed on the website. The list of validated standards will be updated whenever another standard is validated 

11.
NIST will send an annual request to all agencies with responsibility for E-Gov applications with a list of current, validated E–Gov standards to ensure that the list is complete and current.  

12.
Agencies may submit new candidate E-Gov standards for validation in response to the annual request by providing answers to the set of the questions in the relevant analysis model, including their analysis of fit with the FEA.  

13.
In response to the annual request, agencies may also request that a validated E-Gov standard that is no longer appropriate for validation be removed from the list by providing a rationale for its removal.

14.
Agencies may also propose new E-Government standards for validation at any time during the year by submitting answers to the questions in the relevant analysis model, including their analysis of fit with the FEA, to the Standards Services Division at NIST.  

15.
In addition, agencies may also propose that an existing validated E-Government standard be removed from the list at any time by providing a rationale for its removal to the Standards Services Division.

16.
An SVWG will be assigned to review all requests for validation or removal and will make a recommendation to the Chief of the Standards Services Division regarding the request on a timely basis.

17.
The Chief of the Standards Services Division will determine if he/she agrees with the SVWG’s recommendation for removal or if further consideration by the SVWG is needed.  

18.
Standards recommended for removal and whose recommendation have been accepted by the Chief, Standards Services Division shall be removed from the E-Gov website on a timely basis.

Appendix II
Guidance on Federal Conformity Assessment Activities Relating to E-Gov and LoB Applications

One of the goals of Section 12 of the National Technology Transfer and Advancement Act (NTAA) of 1995 is to eliminate any unnecessary duplication of federal conformity assessment activities. The Office of Management and Budget (OMB) Circular A-119, revised February 19, 1998 directed the Secretary of Commerce to issue guidance to the agencies to ensure effective coordination of Federal conformity assessment activities. The resulting Guidance on Federal Conformity Assessment Activities, contained in 15 CFR Part 287, outlines Federal agencies' responsibility for evaluating the efficacy and efficiency of their conformity assessment activities.  Each agency is responsible for coordinating its conformity assessment activities, including those related to E-Gov Presidential Initiatives and Lines-of-Business, with those of other appropriate government agencies and with those of private sector to make more productive use of the limited Federal resources available for the conduct of conformity assessment activities and to reduce unnecessary duplication.  

Elimination of unnecessary duplication and complexity in federal conformity assessment activities can be accomplished by relying on private sector conformity assessment programs and activities, by relying on the other governmental conformity assessment activities, by reliance on supplier's declaration of conformity, or by encouraging the private sector to rely on governmental activities. The determination of which approach best meets agency E-Gov objectives is the responsibility of the agency. 

It should be noted that nothing in the Guidance preempts agencies' authority and responsibility to make E-Gov-related procurement decisions authorized by statute or required to meet programmatic objectives and requirements.  Each agency retains broad discretion in its selection and use of procurement conformity assessment practices and may elect not to use or recognize alternative conformity assessment practices if the agency deems them to be inappropriate, inadequate, or inconsistent with statutory criteria or programmatic objectives and requirements. 

However, the U.S. General Accountability Office has recommended and the Guidance supports providing a rationale for an agency's use of specified conformity assessment procedures and processes in E-Gov procurement actions to the extent feasible. Agencies are also encouraged to use relevant guides or standards for conformity assessment practices published by domestic and international standardizing bodies to the extent possible in meeting their E-Gov procurement objectives. 

The Guidance also encourages federal agencies to participate to the extent feasible in the development of private sector conformity assessment standards, including those related to the use of E-Gov standards, to ensure that Federal viewpoints are represented. 

Appendix III
Recommendations on Changes to OMB Circulars


To ensure effective incorporation of E-Gov and LoB standards into the USG procurement practice, three Circulars were reviewed for changes needed to strengthen compliance with OMB Circular A-119, Federal Participation in the Development and Use of Voluntary Consensus Standards and in Conformity Assessment Activities, and encourage the use of validated E-Gov and LoB Standards:  OMB Circular A-11 Planning, Budgeting, Acquisition and Management of Capital Assets; OMB Circular A-123 Management Accountability and Control; and OMB Circular A-130 Management of Federal Information Resources.  

OMB CIRCULAR A-11, Planning, Budgeting, Acquisition and Management of Capital Assets
Most sections of OMB Circular A-11 do not appear to be the appropriate for incorporation of requirements for standards usage.  However, under Part 7 - Planning, Acquisition and Management of Capital Assets, OMB Circular A-119 and the use of validated standards could be mentioned. Specifically, under Section 300.3 - What Background Must I Know, a new bullet could be added with a brief description of OMB Circular A-119 and validated standards.  In addition, the guidance on the Technical Reference Model (TRM) referenced in this section could be expanded upon to include mention of validated standards.

OMB CIRCULAR A-123, Management Accountability and Control 

OMB Circular A-123 provides guidance on tools to help program and financial managers achieve results and safeguard the integrity of their programs; achieve desired program results; and meet the requirements of the Federal Managers' Financial Integrity Act (FMFIA or Integrity Act).  While this Circular does discuss standards, they are primarily standards of conduct and ethics, including:  compliance with law; reasonable assurance and safeguards; and integrity, competence, and attitude.  A reference to OMB Circular A-119 does not appear to be appropriate for inclusion in this Circular.


OMB CIRCULAR A-130, Management of Federal Information Resources 

OMB Circular A-130 establishes policy for the management of Federal information resources and includes procedural and analytic guidelines for implementing specific aspects of these policies as appendices. In Section 8 on Policy, subsection (a) 1 contains a statement regarding standards usage that could be strengthened: "(h) Use voluntary standards and Federal Information Processing Standards where appropriate or required."  Reference could be made to OMB Circular A-119 and to validated standards in this section.  

In addition, under the Section "The Enterprise Architecture," details are provided regarding the Technical Reference Model and Standards Profile.  This section notes that the EA must include a Technical Reference Model (TRM) and Standards Profile. Under subsection (ii), it states that "the Standards Profile defines the set of IT standards that support the services articulated in the TRM. Agencies are expected to adopt standards necessary to support the entire EA, which must be enforced consistently throughout the agency."  A statement that preference should be given to the use of validated standards whenever feasible and that standards should be selected in compliance with OMB Circular A-119 could be added. 

Under Section 9 - Assignment of Responsibilities, statements could be added regarding: the responsibility of agencies to provide NIST with information required to validate standards that agencies use or plan to use in IT applications; the responsibility of agencies to give preference to the use of validated standards where feasible; and the responsibility of NIST to validate standards for use in E-Gov applications. 

Appendix IV
USG Validation Process for E-Gov Standards 

Goals: 

Provide a formal, streamlined process and central reference site for USG validated (i.e., officially approved) E-Gov standards.

Embed validated E-Gov standards into the USG procurement process. 
Background:
The mission of each E-Gov Initiative and LOB requires deployment of innovative, web-based information technology (IT) services.  Standards are required for deployment of E-Gov services in order to ensure the necessary interoperability and security between government agencies/businesses/citizens.  To date, some of the E-Gov Initiatives and LOB have adopted specific standards deemed to be necessary for accomplishing their respective missions.  In some instances, no suitable private sector consensus standards were available and USG unique standards have been developed and adopted.  Due to the innovative nature of the E-Gov services and the lessons learned from initial deployments, changes (e.g., additions, amendments) to some of the adopted standards are occurring on a regular basis (e.g., yearly).

Requirements of USG Validation Process:
1. E-Gov standards (new and revised) are validated promptly (i.e., in days, rather than in weeks or months).

2. Timely, comprehensive information about all USG validated E-Gov standards is available from one, central official source.

3. OMB/GSA policy mandates the use of USG validated E-Gov standards for the acquisition and deployment of E-Gov services.

Synopsis of USG Validation Process:
1. Analysis models for the selection of private sector consensus standards and for the development of USG unique standards are posted by NIST on the NIST administered web site (Standards.gov) under “E-Gov Standards Resource Center.”

2. In cooperation with the E-Gov Initiatives and LOB, NIST identifies all E-Gov standards that have already been adopted by each E-Gov Initiative and LOB.

3. For each identified standard, the relevant E-Gov Initiative or LOB submits to NIST their answers to the questions in the relevant analysis model, including their analysis of fit with the FEA.

4. Using the posted analysis models, NIST reviews and validates E-Gov standards that have already been adopted by each E-Gov Initiative and LOB. 

5. All pertinent information about the initial set of validated E-Gov standards is posted by NIST on the “E-Gov Standards Resource Center.”

6. As each new E-Gov standard is selected or developed by a specific E-Gov Initiative or LOB, the standard and the answers to the questions in the relevant analysis model, including their analysis of fit with the FEA, is submitted to NIST.

7. Using the relevant analysis model, NIST reviews and validates each submitted E-Gov standard.

8. All pertinent information about newly validated E-Gov standards is posted by NIST on the “E-Gov Standards Resource Center.”

9. On an annual basis NIST, polls all E-Gov Initiatives and LOB to confirm all of the posted information about validated E-Gov standards.

Incorporation of Validated E-Gov Standards into the Planning, Acquisition and Deployment of E-Gov Services:
1. OMB/GSA includes the requirements for validated E-Gov standards in appropriate procurement policy (e.g., FAR, Exhibit 300).

2. USG RFIs, RFPs, and awarded contracts reference the relevant, mandatory validated standards at Standards.gov.

� OMB Circular A-119 defines "voluntary consensus standards" as "standards developed or adopted by voluntary consensus standards bodies, both domestic and international. These standards include provisions requiring that owners of relevant intellectual property have agreed to make that intellectual property available on a non-discriminatory, royalty-free or reasonable royalty basis to all interested parties."  The Circular notes that "A voluntary consensus standards body is defined by the following attributes: �(i) Openness. �(ii) Balance of interest. �(iii) Due process. �(vi) An appeals process. 


� Consolidated Health Informatics, Federal Health Architecture, Enterprise Human Resources Integration, Human Resources Management, E-Travel, Geospatial One-Stop
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